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Abstract

Deploying a secure WLAN is an especial challenge, because there are a number of extremely risks. These
risks will have to be thwarted by the use of stronger security mechanisms while keeping an adequate level of network
performance. The 802.1X authentication standard provides a method to protect the network behind the access point
based on Extensible Authentication Protocol (EAP). Moreover, in order to strengthen the security solution, a Public
Key Infrastructure (PKI) scheme that uses X.509 certificates and Certificate Authority (CA) is added.

Introduction

Wireless LAN (WLAN) by its nature broadcasts data over an area that it cannot be
always physically controled. Communication over such a wireless infrastructure is
potentially insecure and can be eavesdropped and spoofed. Therefore, wireless security
aspects, including data confidentiality, integrity, mutual authentication, as well as key
management, have become a serious concern.

Based on the EAP (Extensible Authentication Protocol), IEEE 802.1X standard
specifies a general method for the provision of port-based network access control,
providing compatible authentication and authorization mechanisms for devices
interconnected by IEEE 802 LANSs. The authentication is usually done by a third-party
entity, such as a RADIUS server.

But IEEE 802.1X [9] has some limitations and in order to get a high level of data
protection we need additional security functions [6], [7]. An X.509-based public key
infrastructure (PKI) provides one of the best solution in establishing a party’s identity,
defining a model for strong authentication [8].

IEEE 802.1X

Today WLANSs are facing a set of high demanding security requirements. The
addition of IEEE 802.1X authentication to the WLAN security framework provides a
method to protect network behind the access point against intruders.

The IEEE 802.1X standard [9] states that Port Access Control provides an
optional extension of preventing unauthorized access and it is achieved by the network
device enforcing authentication of supplicants that attach to the network device’s
controlled ports (supplicant — an entity at one end of a point-to-point LAN segment that
seeks to be authenticated by an authenticator attached to the other end of that link).
Moreover, the operation of Port Access Control relies on assumption that the Ports on
which it operates offer a point-to-point connection between a single supplicant and a
single authenticator — the authentication decisions are made on a per-port basis [9].

The rapid acceptance of 802.1X consists in the flexibility of the Extensible
Authentication Protocol (EAP [1]) that may be implemented in a number of differnet
ways. 802.1X encompasses a range of EAP authentication methods, such as: MD5, TLS,
TTLS, LEAP, PEAP, SecurlD, SIM and AKA. Through the use of EAP, support for a
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number of authentication schemes may be added: Kerberos, Smart Cards, Public Key
Encryption, One Time Passwords.

A WLAN in infrastructure topology, which includes an 802.1X authentication
mechanism, features an access point (authenticator), an authentication server (RADIUS
[2] or DIAMETER [3]) and at least one supplicant. When EAP is run over a LAN, EAP
packets are encapsulated by EAP over LAN (EAPOL) messages. Usually, the EAPOL
messages are transmitted between the supplicant and the access point (authenticator), and
the RADIUS or DIAMETER protocol occurs between the access point (the
authenticator) and the RADIUS or DIAMETER server. Also, [4] defines RADIUS
support for EAP, where the authenticator or access server forwards EAP packets to and
from the RADIUS server, encapsulated within EAP-Message attributes; this has the
advantage of allowing the authenticator to support any EAP authentication method,
without the need for method-specific code, which resides on the RADIUS server.

[5] specifies the Diameter EAP application that carries EAP packets between a
Network Access Server (NAS) working as an EAP Authenticator and a back-end
authentication server; the Diameter EAP application is based on the Diameter Network
Access Server Application.

When the supplicant tries to connect to the WLAN, it sends a request to the
authenticator; the authenticator receives the request and creates a virtual port with the
supplicant. Further, the authenticator sends/receives authentication information to/from
the authentication server. In the case of supplicant’s acceptance, the authenticator
changes the virtual port with the supplicant to an authorized state allowing network
access to that supplicant. If there takes place mutual authentication, then supplicant has to
check the authentication server’s credentials.

X.509 Certificates

X.509-based PKI provides a strong authentication mechanism. The core of X.509
describes standard formats for public key certificates and a certificate path validation
algorithm [10]. The X.509 specifications define a framework for obtaining and trusting
privilege attributes of an entity in order to determine whether or not they are authorized
to access a particular resource.

X.509 certificates can be used to authenticate communication peers and protect
messages inside the company’s network. PKI using X.509 certificates establishes a
common basis of trust, with the requirement of safeguarding the private key associated
with the X.509 certificate.

Providing strong verification between two applications, the X.509 architecture
does not rely on data encryption; therefore, the specific separation of authentication from
confidentiality offers advantages in terms of performance and availability for applications
that requires only authentication, but do not require confidentiality.

Combining IEEE 802.1X with X.509 Certificates

[6] suggests a solution based on 802.1X and X.509 certificates for ad-hoc wireless
networks, with a CA server under RADIUS server. For a WLAN infrastructure and/or
ad-hoc mode, the our proposed prototype includes a CA server and DIAMETER
protocol instead of RADIUS server. In some cases, DIAMETER offers more secure
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authentication, authorization and accounting (AAA) than RADIUS. In fact, DIAMETER
is an enhanced version of the RADIUS protocol and its security is provided by IPSEC or
TLS. The DIAMETER base protocol provides important facilities such as error handling,
message delivery reliability, handling of user sessions and accounting.

The authentication mechanism relies on EAP-TLS protocol, which is not a
password-based authentication method, but it is a certificate-based authentication model.
Thus, both server (DIAMETER) and client (supplicant) applies for X.509 certificates. For
the case of more CA servers, users obtain all CA certitifcates, after these CA servers
mutually authenticate each other [6], [11].

Conclusions

This paper proposes a WLAN authentication mechanism based on DIAMETER proocol.
The X.509 certificates issued by a CA server in a public key infrastructure (PKI) are used
to verify the credentials of comunnication peers. Moreover, in the context of IEEE
802.1X authentication framework, strong mutual authentication is achieved using EAP-
TLS. Future work will concentrate on comparing the performance of different EAP
methods both for infrastructure mode and ad-hoc mode.
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